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CESKY

ENGLISH

Tyto Zasady ochrany soukromi ("Privacy Policy")
vysvétluji, jak Kosmik Compute s.r.o. zpracovava osobni
Udaje a zachazi s obsahem zakaznikl v souvislosti s
webem, app.koscompute.com, API, billingem, supportem
a Al compute sluzbami.

1. KDO JSME

This Privacy Policy explains how Kosmik Compute s.r.o.
processes personal data and handles customer content
in connection with its website, app.koscompute.com,
APIs, billing, support and Al compute services.

1. WHO WE ARE

1.1 Spravce pro vlastni obchodni a provozni €innosti:
Kosmik Compute s.r.o., ICO 29645301, Karla Dvoracka
608/1, 683 23 Ivanovice na Hané, Ceska republika.
Kontakt: info@koscompute.com.

1.2 Kosmik Compute jmenoval povéfence pro ochranu
osobnich udaji (DPO). Kontakt na DPO: prostfednictvim
info@koscompute.com nebo postou na sidlo spole€nosti
s oznacenim pro povéfence pro ochranu osobnich udajl.

2. PUSOBNOST

1.1 Controller for our own business and operational
activities: Kosmik Compute s.ro., Company ID
29645301, Karla Dvoracka 608/1, 683 23 lvanovice na
Hané, Czech Republic. Contact: info@koscompute.com.

1.2 Kosmik Compute has appointed a Data Protection
Officer (DPO). DPO contact: via info@koscompute.com
or by postal mail to our registered office marked for the
attention of the Data Protection Officer.

2. SCOPE

2.1 Tato Privacy Policy se vztahuje na navstévniky webu,
zakazniky a zajemce, drzitele U¢tu a administratory
organizaci, osoby kontaktujici support a osoby, jejichz
Udaje zakaznik odesle do Sluzeb.

2.2 RozliSujeme zejména (a) vlastni account, billing,
security a business records, u nichZz Kosmik Compute
zpravidla jedna jako spravce, a (b) Customer Content
zpracovavany na doloZzeny pokyn zakaznika, u n&hoz
Kosmik Compute zpravidla jedna jako zpracovatel nebo
dal8i zpracovatel.

3. ROLE PODLE PRAVA O OCHRANE OSOBNICH

UDAJU

3.1 Pro Customer Content zpracovavany podle
doloZzenych pokynl zakaznika jedna Kosmik Compute
jako zpracovatel nebo dal$i zpracovatel. Ugely
zpracovani Customer Content neuréujeme samostatné.

21 This Privacy Policy applies to website visitors,
customers and prospects, account holders and
organisation administrators, persons contacting support,
and individuals whose data is submitted to the Services
by a customer.

2.2 We distinguish in particular between (a) our own
account, billing, security and business records, for which
Kosmik Compute generally acts as controller, and (b)
Customer Content processed on the customer's
documented instructions, for which Kosmik Compute
generally acts as processor or subprocessor.

3. ROLES UNDER DATA PROTECTION LAW

3.1 For Customer Content processed on a customer's
documented instructions, Kosmik Compute acts as
processor or subprocessor. We do not independently
determine the purposes of processing Customer Content.
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3.2 Pro spravu U¢td, organizaci, billing, dané, fraud
prevention, bezpeénost vlastnich systém(, web,
komunikaci, pravni compliance a vlastni business
records jedna Kosmik Compute jako samostatny spravce
v rozsahu, v némz urCuje ucely a prostfedky zpracovani.

3.3 Pokud Kosmik Compute zpracovava osobni udaje
jménem self-service zakaznika, pouzije se Self-Service
Data Processing Addendum (DPA), ktery je soucasti
Kosmik Compute API Terms. Individudlni
data-processing ujednani se pouZije pouze v rozsahu
individualni smlouvy uzaviené s konkrétnim zakaznikem
nebo dokumentu do ni vyslovné zaclenéného.

4. DEFINICE

3.2 For account and organisation administration, billing,
tax, fraud prevention, security of our own systems,
website operation, communications, legal compliance
and our own business records, Kosmik Compute acts as
an independent controller to the extent it determines the
purposes and means of processing.

3.3 Where Kosmik Compute processes personal data on
behalf of a self-service customer, the Self-Service Data
Processing Addendum (DPA), which forms part of the
Kosmik Compute APl Terms, applies. Individual
data-processing terms apply only to the extent contained
in an individual agreement with the specific customer or
in a document expressly incorporated into that
agreement.

4. DEFINITIONS

4.1 "Customer Content" znamena data odeslana do Al
compute Sluzeb nebo vytvofena Sluzbami pro
zakaznika, zejména prompty, completions, text, soubory,
audio, obrazy, video, generated media, tool payloads a
jiny request/response obsah.

4.2 "Operational Metadata" znamena technicka, security,
routingovd, billingova, meteringova a usage data o
requestu, ktera neobsahuji Customer Content.

4.3 "ZDR Endpoint" znamena endpoint oznaceny jako
Zero Data Retention, na kterém je Customer Content
zpracovavan pouze pfechodné pro aktivni request a neni
zapisovan do persistentniho storage, content logs,
analytics, monitoring, backups, durable queues ani
externich modelovych nebo cloud-inference providerd.

4.4 "Business Records" znamenaji account, billing, tax,
support, legal, security a compliance zaznamy potfebné
k provozu spoleCnosti. Business Records nesmi
obsahovat Customer Content z inference request path,
ledaze jej zakaznik védomé vlozi do supportu nebo jiné
komunikace mimo tento path.

4.1 "Customer Content" means data submitted to or
generated through our Al compute Services for a
customer, including prompts, completions, text, files,
audio, images, video, generated media, tool payloads
and other request/response content.

4.2 "Operational Metadata" means technical, security,
routing, billing, metering and usage data about a request
that excludes Customer Content.

4.3 "ZDR Endpoint" means an endpoint designated Zero
Data Retention where Customer Content is processed
only transiently for the active request and is not written to
persistent storage, content logs, analytics, monitoring,
backups, durable queues, or external model or
cloud-inference providers.

4.4 "Business Records" means account, billing, tax,
support, legal, security and compliance records needed
to operate the business. Business Records must not
contain Customer Content from the inference request
path unless the customer deliberately includes it in
support or another communication outside that path.

5. JAKE UDAJE ZPRACOVAVAME 5. DATA WE PROCESS

5.1 Podle zplGsobu interakce muzeme zpracovavat
identifikacni a kontaktni udaje, napfiklad jméno, e-mail,
spole¢nost, ICO, DIC, fakturagni Udaje a roli; account
data, napfiklad organizaci, opravnéni, API key metadata
a autentizaCni udalosti; a billing a transaction data,

5.1 Depending on how you interact with us, we may
process identification and contact data such as name,
email, company, company ID, VAT ID, billing details and
role; account data such as organisation membership,
permissions, APl key metadata and authentication
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napfiklad kredity, platby, faktury, payment references a
tax records.

5.2 Dale mUzeme zpracovavat technicka a device data,
zejména IP adresu, user agent, timestamps a
device/browser information; service usage data, zejména
request count, endpoint nebo model ID, Pricing
Timestamp, token counts, request/response size, latency,
HTTP status, error class, rate-limit decision, routing
target a cost allocation; support data; a nezbytné website
interaction data.

5.3 Customer Content zpracovavame pouze tehdy, kdyz
jej zakaznik nebo jeho uzivatel odesle do Sluzeb nebo je
prostfednictvim Sluzeb vygenerovan. Customer Content
muze obsahovat jakékoli osobni Udaje, které zakaznik
opravnéné odesle, véetné zvlastnich kategorii osobnich
udajl a zdravotnické dokumentace.

5.4 Registratni a bé&Zzné account formulafe Kosmik
Compute nejsou uréeny ke sbéru zdravotnich udajd jako
account data. Udaje o zdravi se mohou objevit v
Customer Content pouze v dlsledku use case zakaznika
nebo pokud je zdkaznik védomé vloZi do support
komunikace.

6. UCELY A PRAVNI ZAKLADY

events; and billing and transaction data such as credits,
payments, invoices, payment references and tax records.

5.2 We may also process technical and device data,
including IP address, user agent, timestamps and
device/browser information; service usage data, including
request count, endpoint or model ID, Pricing Timestamp,
token counts, request/response size, latency, HTTP
status, error class, rate-limit decision, routing target and
cost allocation; support data; and necessary website
interaction data.

5.3 We process Customer Content only when a customer
or its user submits it to the Services or it is generated
through the Services. Customer Content may contain any
personal data lawfully submitted by the customer,
including special categories of personal data and medical
or health records.

5.4 Kosmik Compute registration and ordinary account
forms are not designed to collect health data as account
data. Health data may appear in Customer Content as a
result of the customer's use case or if the customer
deliberately includes it in support communications.

6. PURPOSES AND LEGAL BASES

6.1 Jako spravce zpracovavame osobni udaje zejména
pro vytvofeni a spravu UCtd a organizaci, autentizaci,
poskytovani a zabezpeleni Sluzeb, billing a kredity,
UCetnictvi a dané, fraud a abuse prevention, support,
business communications, pravni compliance a ochranu
nebo uplatnéni pravnich narokd.

6.2 Tam, kde se pouzie GDPR, opirame viastni
controller processing zejména o plnéni smlouvy nebo
kroky pfed jejim uzavienim, plnéni pravnich povinnosti,
nase opravnéné zajmy na provozu a ochrané Sluzeb a
souhlas tam, kde jej pravo vyzaduje.

6.3 U Customer Content zpracovavaného jménem
zdkaznika neurCuje Kosmik Compute vlastni pravni
zéklad pro ucel zakaznika. Zakaznik jako spravce nebo
opravnény zpracovatel odpovidd za pravni zaklad,
informacni povinnosti a opravnéni pfedat osobni Udaje
Kosmik Compute.

6.1 As controller, we process personal data primarily to
create and manage accounts and organisations,
authenticate users, provide and secure the Services,
administer billing and Credits, meet accounting and tax
obligations, prevent fraud and abuse, provide support,
conduct business communications, comply with law, and
establish, exercise or defend legal claims.

6.2 Where GDPR applies, our controller processing relies
primarily on performance of a contract or pre-contract
steps, compliance with legal obligations, our legitimate
interests in operating and protecting the Services, and
consent where required by law.

6.3 For Customer Content processed on a customer's
behalf, Kosmik Compute does not determine the
customer's lawful basis for its purpose. The customer
acting as controller or authorised processor is
responsible for the lawful basis, required notices and
authority to provide personal data to Kosmik Compute.
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6.4 Customer Content nepouzivame pro advertising,
marketing profiling, product ranking, model training,
model fine-tuning, model improvement nebo model
evaluation, neni-li zakaznikem samostatné a vyslovné
pisemné instruovano jinak.

7. UDAJE O ZDRAVI A JINE ZVLASTNI KATEGORIE

6.4 We do not use Customer Content for advertising,
marketing profiling, product ranking, model training,
model fine-tuning, model improvement or model
evaluation unless separately and expressly instructed
otherwise in writing by the customer.

7. HEALTH DATA AND OTHER SPECIAL
CATEGORIES

7.1 ZDR Endpointy mohou technicky zpracovavat
Customer Content obsahujici zvlastni kategorie osobnich
udaju, vcetné Udaji o zdravi, genetickych nebo
biometrickych udajl, pokud zakaznik takové udaje
zakonné odesle. Kosmik Compute tyto Udaje zpracovava
jako processor/subprocessor pouze podle dolozenych
pokyn(l zakaznika.

7.2 Zakaznik odpovida zejména za pravni zaklad podle
¢lanku 6 GDPR a, je-li relevantni, podminku podle ¢lanku
9 GDPR, pravidla pro udaje podle ¢lanku 10 GDPR, data
minimisation, access controls, DPIA a sektorové
poZadavky. Samotny ZDR reZzim nenahrazuje tyto
povinnosti.

7.3 Pokud zakaznik potfebuje zvlastni certifikaci nebo
smlouvu vyzadovanou jinym pravnim rezimem, napfiklad
HIPAA Business Associate Agreement, musi byt takovy
rezim s Kosmik Compute samostatné sjednan; tato
Privacy Policy jej sama nevytvafi.

8. ZERO DATA RETENTION COMMITMENT

7.1 ZDR Endpoints may technically process Customer
Content containing special categories of personal data,
including health, genetic or biometric data, where the
customer lawfully submits such data. Kosmik Compute
processes such data as processor/subprocessor only on
the customer's documented instructions.

7.2 The customer is responsible, in particular, for a lawful
basis under Article 6 GDPR and, where relevant, a
condition under Article 9 GDPR, rules applicable to
Article 10 data, data minimisation, access controls,
DPIAs and sector-specific requirements. ZDR does not
replace these obligations.

7.3 If a customer requires specific certification or a
separate agreement under another legal regime, such as
a HIPAA Business Associate Agreement, that regime
must be separately agreed with Kosmik Compute; this
Privacy Policy does not itself create it.

8. ZERO DATA RETENTION COMMITMENT

8.1 Standardni inference endpointy nabizené v
self-service rezimu jsou ZDR Endpointy, pokud nejsou
pfed pouZitim zfeteln& oznadeny jako non-ZDR. U ZDR
Endpointd se Customer Content zpracovava pouze
prechodné po dobu aktivniho request lifecycle.

8.2 U ZDR Endpointd Customer Content neni zapisovan
do persistent storage, application logs, reverse-proxy
logs, model-server logs, GPU-worker logs, debug logs,
trace logs, analytics systems, monitoring systems,
support systems, backups, durable queues, object
storage ani persistent cache layers.

8.3 Customer Content ze ZDR Endpointu neni odesilan
externim model providers, cloud inference providers,
logging, analytics, monitoring, support, storage nebo

8.1 Standard inference endpoints offered through the
self-service Services are ZDR Endpoints unless clearly
designated as non-ZDR before use. On ZDR Endpoints,
Customer Content is processed only transiently for the
active request lifecycle.

8.2 On ZDR Endpoints, Customer Content is not written
to persistent storage, application logs, reverse-proxy
logs, model-server logs, GPU-worker logs, debug logs,
trace logs, analytics systems, monitoring systems,
support systems, backups, durable queues, object
storage or persistent cache layers.

8.3 Customer Content from a ZDR Endpoint is not sent to
external model providers, cloud inference providers,
logging, analytics, monitoring, support, storage or backup
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backup providers zpusobem, ktery by jim zpfistupnil
Customer Content.

8.4 Customer Content ze ZDR Endpointu neni pouzivan
k model training, fine-tuning, improvement, evaluation,
ranking nebo benchmarkingu ani k manualnimu review
za Ucelem zlepSovani modeld.

8.5 Customer Content je po dokon¢eni, selhani, timeoutu
nebo zruSeni requestu odstranén z request-processing
memory. ZDR znamend Za&dnou pozitivni retenci
Customer Content po aktivnim request lifecycle.

8.6 Volitelny endpoint nebo funkce, ktera vyZaduje
persistentni Customer Content nebo jiné non-ZDR
zachazeni, musi byt pfed pouZitim zfeteln& oznacena
jako non-ZDR nebo ekvivalentné popsana. PfFislusna
retention a processing informace bude zakaznikovi
zpristupnéna pred pouzitim této funkce.

9. TECHNICKY ZDR BASELINE

providers in a manner that exposes Customer Content to
them.

8.4 Customer Content from a ZDR Endpoint is not used
for model training, fine-tuning, improvement, evaluation,
ranking or benchmarking, or for manual review for model
improvement.

8.5 Customer Content is discarded from
request-processing memory after the request completes,
fails, times out or is cancelled. ZDR means no positive
retention of Customer Content after the active request
lifecycle.

8.6 An optional endpoint or feature requiring persistent
Customer Content or other non-ZDR handling must be
clearly designated as non-ZDR or equivalently described
before use. Applicable retention and processing
information will be made available to the customer before
the feature is used.

9. TECHNICAL ZDR BASELINE

9.1 ZDR requesty jsou pfijimany pfes encrypted
transport, autentizovany a kontrolovany proti account
status, permissions, quota, rate limits a abuse controls.
Customer Content mlize béhem aktivniho requestu
existovat pouze v RAM, GPU memory, process buffers,
network buffers a stream buffers potfebnych ke
zpracovani.

9.2 Logging je content-excluding by design. Log
schemas nemaji obsahovat prompt text, completion text,

generated output, file content, extracted text,
embeddings Customer Content, reversible content
hashes ani unsanitized exception traces obsahujici

Customer Content.

9.3 Monitoring a observability pouzivaji Operational
Metadata a resource metrics. Automatizované security
nebo abuse controls mohou Customer Content
pfechodné vyhodnotit béhem aktivniho requestu, ale
nesméji jej persistovat jako ditelny obsah, content
embedding nebo content fingerprint.

9.4 Failed, timed-out, cancelled, malformed a rejected
requesty podléhaji stejnému no-persistence pravidlu jako
uspésné requesty. Support tools nedostavaji Customer
Content automaticky z request path.

9.1 ZDR requests are accepted over encrypted transport,
authenticated and checked against account status,
permissions, quota, rate limits and abuse controls.
During the active request, Customer Content may exist
only in RAM, GPU memory, process buffers, network
buffers and stream buffers necessary for processing.

9.2 Logging is content-excluding by design. Log schemas
must not contain prompt text, completion text, generated

output, file content, extracted text, embeddings of
Customer Content, reversible content hashes or
unsanitized exception traces containing Customer
Content.

9.3 Monitoring and observability use Operational
Metadata and resource metrics. Automated security or
abuse controls may transiently evaluate Customer
Content during the active request but must not persist it
as human-readable content, a content embedding or
content fingerprint.

9.4 Failed, timed-out, cancelled, malformed and rejected
requests are subject to the same no-persistence rule as
successful requests. Support tools do not automatically
receive Customer Content from the request path.
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10. OPERATIONAL METADATA A BILLING DATA

10. OPERATIONAL METADATA AND BILLING DATA

10.1 Pro provoz, security, fraud prevention, debugging,
reliability, metering a billing miZzeme uchovavat omezena
Operational Metadata, napftiklad request  ID,
account/organisation ID, API key hash nebo identifier,
endpoint/model D, server timestamps vcetné& Pricing
Timestamp, request/response size, token counts, latency,
HTTP/service status, error class, routing target, rate-limit
decision, cost allocation, IP address a user agent tam,
kde je to potfebné.

10.2 Pro billing mize systém uchovavat nebo
rekonstruovat cenovou verzi Models API uU&innou k
Pricing Timestamp a aplikovat ji na naméfené jednotky
podle tokenizeru a metering pravidel pfisluSného modelu.
Tato data nevyzaduji ulozeni raw promptu ani raw
Vystupu.

10.3 Operational Metadata nesmi obsahovat raw
prompty, completions, generated outputs, uploaded file
content, audio/image/video content, extracted text,
customer-content embeddings, reversible hashes
Customer Content, screenshots Customer Content ani
support transcripts automaticky naplnéné z Customer
Content.

10.1 For operation, security, fraud prevention, debugging,
reliability, metering and billing, we may retain limited
Operational  Metadata such as request ID,
account/organisation ID, APl key hash or identifier,
endpoint/model ID, server timestamps including Pricing
Timestamp, request/response size, token counts, latency,
HTTP/service status, error class, routing target, rate-limit
decision, cost allocation, IP address and user agent
where needed.

10.2 For billing, the system may retain or reconstruct the
version of Models API pricing effective at the Pricing
Timestamp and apply it to measured units according to
the tokenizer and metering rules for the relevant model.
This does not require storage of the raw prompt or raw
Output.

10.3 Operational Metadata must not contain raw
prompts, completions, generated outputs, uploaded file
content, audio/image/video content, extracted text,
Customer Content embeddings, reversible hashes of
Customer Content, screenshots of Customer Content or
support transcripts automatically populated from
Customer Content.

11. RETENCE 11. RETENTION

11.1 Customer Content na ZDR Endpointech neni
uchovavan po dokond&eni, selhani, timeoutu nebo zruseni
requestu. Prompt a completion content logs se
nevytvareji; uploaded files a generated media ze ZDR
requestu se po request lifecycle neuchovavaji; persistent
content cache a durable queues s Customer Content se
nepouZzivaji.

11.2 Operational Metadata pro security, abuse
prevention, debugging a reliabilty se standardné
uchovavaji az 30 dnu, ledaze security incident, fraud
investigation, pravni povinnost, dispute nebo legal claim
odlvodnuje delSi uchovani relevantnich metadata.

11.3 Aggregated usage, pricing snapshot references a
billing records se uchovavaji po dobu potfebnou pro
billing, ucetnictvi, dané, payment, audit a pravni ucely.
Account records se uchovavaji po dobu existence uctu a
pfiméfenou dobu poté; support data do vyfeSeni véci a
pfiméfenou follow-up, audit nebo legal period;
legal/compliance records podle pravni povinnosti nebo
platného legal hold.

11.1 Customer Content on ZDR Endpoints is not retained
after request completion, failure, timeout or cancellation.
Prompt and completion content logs are not created;
uploaded files and generated media from ZDR requests
are not retained after the request lifecycle; persistent
content caches and durable queues containing Customer
Content are not used.

11.2 Operational Metadata for security, abuse prevention,
debugging and reliability is generally retained for up to 30
days unless a security incident, fraud investigation, legal
obligation, dispute or legal claim justifies longer retention
of the relevant metadata.

11.3 Aggregated usage, pricing-snapshot references and
billing records are retained as needed for billing,
accounting, tax, payment, audit and legal purposes.
Account records are retained for the life of the account
and a reasonable period afterwards; support data until
the matter is resolved and for a reasonable follow-up,
audit or legal period; and legal/compliance records as
required by law or a valid legal hold.
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11.4 U non-ZDR funkce se pouZije retention informace
zpfistupnéna pro danou funkci pfed jejim pouzitim.

11.4 For a non-ZDR feature, the retention information
made available for that feature before use applies.

12. LOGGING A INCIDENT HANDLING 12. LOGGING AND INCIDENT HANDLING

12.1 Na ZDR Endpointech jsou prompt logs, completion
logs a content debug captures vypnuty a
request/response bodies jsou vylouceny z persistent
access, reverse-proxy, model-server a GPU-worker logs.
Exception traces maji byt sanitizovany tak, aby
neobsahovaly Customer Content.

12.2 Pokud je Customer Content ze ZDR Endpointu
omylem zapsan do persistentniho systému, povaZzujeme
udélost za security incident a pfijmeme pfiméfena
opatfeni k containment, omezeni pfistupu, deletion nebo
isolation tam, kde je to pravné a technicky moZné,
root-cause analysis, remediation a pravné poZzadovanym
oznamenim.

13. INFRASTRUKTURA A DATACENTRUM

12.1 On ZDR Endpoints, prompt logs, completion logs
and content debug captures are disabled, and
request/response bodies are excluded from persistent
access, reverse-proxy, model-server and GPU-worker
logs. Exception traces are designed to be sanitised so
they do not contain Customer Content.

12.2 If Customer Content from a ZDR Endpoint is
accidentally written to a persistent system, we treat the
event as a security incident and take appropriate
containment, access restriction, deletion or isolation
steps where legally and technically possible, conduct
root-cause analysis and remediation, and make legally
required notifications.

13. INFRASTRUCTURE AND DATACENTRE

13.1 ZDR Customer Content je zpracovavan na
infrastruktufe kontrolované Kosmik Compute fyzicky
umisténé v Ceské republice, neni-li pro konkrétni produkt
nebo endpoint pfedem vyslovné uvedeno jinak.

13.2 Fyzicky datacenter/colocation provider muze
poskytovat zejména facility, rackspace, power, cooling a
connectivity pro servery kontrolované Kosmik Compute.
Samotné poskytovani téchto fyzickych sluzeb bez
logického pfistupu k Customer Content neznamena, ze
je takovy provider opravnén Customer Content
zpracovavat. Aktualni facility a pfipadni Subprocessofi
relevantni pro Customer Content jsou uvedeni v
aktualnim  Subprocessor & Infrastructure Notice
zvefejnéném na webu Kosmik Compute.

13.3 Informace o facility, certifikacich tfetich stran a
infrastruktufe zvefejnéné mimo tuto Privacy Policy jsou
informacni a mohou byt pribézné aktualizovany. Tvrzeni
o certifikaci konkrétniho dodavatele nepredstavuje
tvrzeni, Ze Kosmik Compute sama drzi stejnou certifikaci,
neni-li to vyslovné uvedeno.

14. SUBPROCESSORI A EXTERNI ROUTING

13.1 ZDR Customer Content is processed on Kosmik
Compute-controlled infrastructure physically located in
the Czech Republic unless expressly stated otherwise in
advance for a particular product or endpoint.

13.2 A physical datacentre/colocation provider may
provide facility, rack space, power, cooling and
connectivity for Kosmik Compute-controlled servers.
Providing those physical services without logical access
to Customer Content does not itself authorise that
provider to process Customer Content. Then-current
facilities and any Subprocessors relevant to Customer
Content are identified in the current Subprocessor &
Infrastructure Notice published on the Kosmik Compute
website.

13.3 Information about facilities, third-party certifications
and infrastructure published outside this Privacy Policy is
informational and may be updated from time to time. A
statement concerning a particular supplier's certification
does not represent that Kosmik Compute itself holds the
same certification unless expressly stated.

14. SUBPROCESSORS AND EXTERNAL ROUTING

Kosmik Compute Privacy Policy v2.1 | CZ/EN | 7



14.1 Aktualni seznam Subprocessor( relevantnich pro
Customer Content a aktualni facility informace udrzujeme
v Subprocessor & Infrastructure Notice zvefejnéném na
webu Kosmik Compute nebo v jeho nastupnickém
oznameni. Zmény Subprocessori pro processor
processing se fidi DPA.

14.2 Endpoint oznaceny jako ZDR nebude routovat
Customer Content externimu model nebo
cloud-inference providerovi ani jiné tfeti strané zplsobem
neslucitelnym se ZDR commitments. Pokud by konkrétni
funkce vyZadovala odliSny rezim, bude pfed pouZzitim
oznacena jako non-ZDR nebo jinak jasné popsana.

14.3 Pro Business Records a controller operations
muazeme vyuzivat payment a billing providers,
email/communications providers, professional advisers,
auditors, accountants, legal counsel a security,
fraud-prevention nebo compliance providers, v rozsahu
potfebném pro jejich sluzbu a v souladu s pravem.

14.4 Pokud pfidame Subprocessora, ktery bude
zpracovavat Customer Personal Data jménem
zakaznika, budeme postupovat podle DPA a

zvefejnéného Subprocessor & Infrastructure Notice.
Samotna aktualizace seznamu v souladu s DPA
nevyzaduje zmeénu této Privacy Policy.

15. MEZINARODNI PRENOSY

14.1 We maintain the then-current list of Subprocessors
relevant to Customer Content and current facility
information in the Subprocessor & Infrastructure Notice
published on the Kosmik Compute website or its
successor notice. Changes to Subprocessors for
processor processing are governed by the DPA.

14.2 An endpoint designated ZDR will not route
Customer Content to an external model or
cloud-inference provider or another third party in a
manner inconsistent with the ZDR commitments. If a
particular feature requires different handling, it will be
designated non-ZDR or otherwise clearly described
before use.

14.3 For Business Records and controller operations, we
may use payment and billing providers,
email/communications providers, professional advisers,
auditors, accountants, legal counsel and security,
fraud-prevention or compliance providers to the extent
necessary for their services and in accordance with law.

144 If we add a Subprocessor that will process
Customer Personal Data on behalf of a customer, we will
follow the DPA and the published Subprocessor &
Infrastructure Notice. Updating that list in accordance
with the DPA does not itself require an amendment to
this Privacy Policy.

15. INTERNATIONAL TRANSFERS

15.1 ZDR Customer Content neni pfenasen mimo
Evropsky hospodarsky prostor, neni-li pro konkrétni
endpoint nebo individualni smlouvu pfedem vyslovné
uvedeno jinak a pouzit odpovidajici pravni mechanismus.

15.2 Pro Business Records nebo controller operations
mohou néktefi poskytovatelé zpracovavat udaje mimo
EHP. Je-li to vyzZadovano, pouzivame odpovidajici
safeguards, napfiklad adequacy decision, Standard
Contractual Clauses nebo jiny uznany mechanismus.

16. ZABEZPECENI

15.1 ZDR Customer Content is not transferred outside
the European Economic Area unless expressly stated
otherwise in advance for a specific endpoint or individual
agreement and an appropriate legal mechanism is used.

15.2 For Business Records or controller operations,
some providers may process data outside the EEA.
Where required, we use appropriate safeguards such as
an adequacy decision, Standard Contractual Clauses or
another recognised mechanism.

16. SECURITY

16.1 Pouzivame technickd a organizaCni opatfeni
navrzena k ochrané osobnich Udajl, Customer Content a
infrastruktury, zejména encrypted transport, network
segmentation, firewall controls, least-privilege a
role-based administrative access, secrets management,

16.1 We use technical and organisational measures
designed to protect personal data, Customer Content
and infrastructure, including encrypted transport, network
segmentation, firewall controls, least-privilege and
role-based administrative access, secrets management,
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restricted production access, administrative access
logging,  patching, dependency a  vulnerability
management, change control, incident response, periodic
access review a backup controls vyluéujici ZDR
Customer Content.

16.2 Z4dna metoda prenosu, hostingu nebo zpracovani
neni absolutné bezpecna. ZDR snizuje riziko
minimalizaci persistence Customer Content, ale neni
tvrzenim, Ze security incident je technicky nemozny.

17. COOKIES A WEBSITE DATA

restricted production access, administrative access
logging, patching, dependency and vulnerability
management, change control, incident response, periodic
access review and backup controls excluding ZDR
Customer Content.

16.2 No method of transmission, hosting or processing is
completely secure. ZDR reduces risk by minimising
persistence of Customer Content but does not mean that
a security incident is technically impossible.

17. COOKIES AND WEBSITE DATA

17.1 Ve vychozim stavu pouZivdme pouze cookies a
obdobné technologie nezbytné pro bezpecnost,
authentication, session management a funk&nost webu
nebo aplikace a preference cookies tam, kde si uzivatel
zvoli uloZeni nastaveni.

17.2 Non-essential analytics nebo marketing cookies
nepouzijeme bez pozadovaného oznameni a, je-li
vyZadovan, souhlasu. Pokud takové technologie
zavedeme, aktualizujeme tuto Privacy Policy a pfislusny
consent mechanism.

18. PRAVA SUBJEKTU UDAJU

17.1 By default, we use only cookies and similar
technologies necessary for security, authentication,
session management and website or application
functionality, plus preference cookies where a user
chooses to save settings.

17.2 We will not use non-essential analytics or marketing
cookies without required notice and, where required,
consent. If we introduce such technologies, we will
update this Privacy Policy and the applicable consent
mechanism.

18. DATA SUBJECT RIGHTS

18.1 Podle pouzitelného prava miize mit subjekt udaju
pravo na pfistup, opravu, vymaz, omezeni zpracovani,
namitku, prenositelnost, odvolani souhlasu a podani
stiznosti u Ufadu pro ochranu osobnich Udajii nebo
jiného pfislusného dozorového organu.

18.2 U vlastnich controller data Kosmik Compute |ze
Zadost zaslat na info@koscompute.com. U Customer
Content zpracovavaného jménem zdkaznika ma byt
Zadost zpravidla adresovana pfislusSnému zakaznikovi
jako spravci; Kosmik Compute mu poskytne soudinnost
podle DPA.

18.3 ZDR Customer Content po dokonceni requestu
zpravidla nelze vyhledat, exportovat, opravit nebo
individualné vymazat, protoze neni uchovavan. Toto
technické omezeni je disledkem samotného no-retention
designu.

18.1 Subject to applicable law, a data subject may have
rights of access, rectification, erasure, restriction,
objection, portability, withdrawal of consent and the right
to lodge a complaint with the Czech Data Protection
Authority or another competent supervisory authority.

18.2 Requests concerning Kosmik Compute's own
controller data may be sent to info@koscompute.com.
Requests concerning Customer Content processed on
behalf of a customer should normally be directed to the
relevant customer as controller; Kosmik Compute will
assist that customer in accordance with the DPA.

18.3 ZDR Customer Content generally cannot be
retrieved, exported, corrected or individually deleted after
request completion because it is not retained. This
technical limitation is a consequence of the no-retention
design itself.

19. DETI 19. CHILDREN
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19.1 Web, app.koscompute.com a self-service smluvni
vztah jsou uréeny B2B zakaznikim, nikoli pfimo détem.
Kosmik Compute cilené nevytvaii détské spotiebitelské
ucty.

19.2 Zakaznik v8ak mulzZe prostfednictvim API
zpracovavat Udaje o nezletilych, napfiklad jako soucast
zdravotnické dokumentace, pokud je k tomu jako spravce
nebo opravnény zpracovatel opravnén a splni pouzitelné
povinnosti. Kosmik Compute takové udaje zpracovava
pouze podle zakaznikovych pokyn(.

20. POVINNOSTI ZAKAZNIKA

19.1 The website, app.koscompute.com and self-service
contractual relationship are intended for B2B customers,
not directly for children. Kosmik Compute does not
intentionally create child consumer accounts.

19.2 A customer may nevertheless process data
concerning minors through the API, for example as part
of medical records, where it is authorised to do so as
controller or authorised processor and complies with
applicable obligations. Kosmik Compute processes such
data only on the customer's instructions.

20. CUSTOMER RESPONSIBILITIES

20.1 Zakaznik odpovidda za zakonnost Customer
Content, potfebné notices, consents nebo jiné pravni
zdklady, minimalizaci dat, pfistupova opravnéni,
vhodnost use case, DPIA tam, kde je vyZadovéana, a za
to, Ze jeho vlastni aplikace a koncovi uzivatelé dodrzuji
pouzitelné pravni a bezpe€nostni poZadavky.

20.2 Zakaznik by nemél posilat Customer Content do
supportu, pokud to neni nezbytné pro feSeni konkrétniho
support requestu; obsah dobrovolné poskytnuty supportu
je support data a nepodléha ZDR request-path
commitments.

21. ZMENY TETO PRIVACY POLICY

20.1 The customer is responsible for the lawfulness of
Customer Content, required notices, consents or other
lawful bases, data minimisation, access permissions,
suitability of the use case, DPIAs where required, and
ensuring that its applications and end users comply with
applicable legal and security requirements.

20.2 The customer should not send Customer Content to
support unless necessary to resolve a specific support
request; content voluntarily provided to support is support
data and is not subject to the ZDR request-path
commitments.

21. CHANGES TO THIS PRIVACY POLICY

21.1 Tato Privacy Policy je informacni oznameni, nikoli
smlouva. Mulzeme |i kdykoli aktualizovat tak, aby
odpovidala aktualnim Sluzbam, technologiim, pravnim
pozadavkim, Subprocessorim a skute¢né privacy praxi.
Aktualni verzi zvefejnime s novym effective date.
Materialni zmény informaci o zpracovani osobnich udaju
privedeme aktivné k pozornosti dot€enych osob, pokud je
to s ohledem na povahu zmény pfiméfené nebo
vyzadované pravem.

21.2 Zména Privacy Policy sama o sob& neméni smluvni
prava ani povinnosti podle APl Terms nebo DPA a
nezaklada samostatné smluvni pravo na odstoupeni.
Materialni oslabeni contractual ZDR commitment pro
endpoint nadéle oznaleny jako ZDR by vyZadovalo
odpovidajici postup podle APl Terms/DPA; alternativné
musi byt dotéena funkce pfed pouzitim oznacena jako
non-ZDR nebo jinak jasné popsana.

21.1 This Privacy Policy is a transparency notice, not a
contract. We may update it at any time to reflect the
then-current Services, technology, legal requirements,
Subprocessors and actual privacy practices. The current
version will be published with a revised effective date.
We will actively bring material changes to personal-data
processing information to the attention of affected
persons where appropriate in light of the nature of the
change or required by law.

21.2 A change to this Privacy Policy does not by itself
amend contractual rights or obligations under the API
Terms or DPA and does not create a separate
contractual withdrawal right. A material weakening of the
contractual ZDR commitment for an endpoint that
remains designated ZDR would require the applicable
process under the API Terms/DPA; alternatively, the
affected feature must be designated non-ZDR or
otherwise clearly described before use.
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22. JAZYK A KONTAKT

22. LANGUAGE AND CONTACT

22.1 Ceskd a anglicka verze maji sdélovat stejnou
informaci. V pfipadé rozporu nebo nejasnosti je pro ucely
tohoto oznameni referenéni Ceské znéni, aniz jsou tim
omezena prava subjektl udajl podle kogentniho prava.
Tato Privacy Policy neni smluvnim dokumentem a
pravidlo jazykové priority neméni smluvni hierarchii podle
API Terms.

22.2 Privacy requests, dotazy a stiznosti: Kosmik
Compute s.r.o., Karla Dvofacka 608/1, 683 23 Ivanovice
na Hané, Ceska republika; info@koscompute.com. Pro
kontaktovani DPO pouzijte stejny e-mail nebo postovni
adresu s oznacenim pro DPO.

22.1 The Czech and English versions are intended to
communicate the same information. In the event of
conflict or ambiguity, the Czech wording is the reference
text for purposes of this notice, without limiting
data-subject rights under mandatory law. This Privacy
Policy is not a contractual document and this language
rule does not alter the contractual hierarchy under the
API Terms.

22.2 Privacy requests, questions and complaints: Kosmik
Compute s.r.o., Karla Dvofacka 608/1, 683 23 Ivanovice
na Hané, Czech Republic; info@koscompute.com. To
contact the DPO, use the same email or postal address
marked for the attention of the DPO.
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INFORMATIVNI CHANGELOG / INFORMATIVE CHANGELOG

Tato cast neni soucasti smluvniho textu. / This section is not part of the contractual text.

CESKY ENGLISH

Verze 2.1 vyslovné vymezuje Privacy Policy jako
informac¢ni  oznameni, nikoli smluvni  dokument;
contractual commitments zustavaji v APl Terms a DPA.

Odstranéna jmenna vazba na konkrétniho DPO;
zachovan stabilni DPO contact channel, aby personalni
zména nevyZadovala pfepis celé Policy.

Konkrétni datacenter/facility a Subprocessor udaje byly
presunuty do  dynamického  Subprocessor &
Infrastructure Notice; zména seznamu podle DPA sama
nevyzaduje zménu Privacy Policy.

Zmeény Privacy Policy mohou byt zvefejfiovany prabézné;
materialni zmény processing information budou aktivné
oznameny, pokud je to pfiméfené nebo vyZadované
pravem. Zména Policy sama nevytvafi smluvni
odstoupeni.

ZDR zlstava popsano transparentné, ale jeho smluvni
zaklad je vyslovné v APl Terms a DPA, ¢imZ se omezuje
duplicita mezi dokumenty.

Version 2.1 expressly treats the Privacy Policy as a
transparency notice rather than a contractual document;
contractual commitments remain in the APl Terms and
DPA.

Removes the named individual DPO dependency while
preserving a stable DPO contact channel, so personnel
changes do not require a full Policy revision.

Moves specific datacentre/facility and Subprocessor
information to the dynamic Subprocessor & Infrastructure
Notice; a list update under the DPA does not itself require
a Privacy Policy amendment.

The Privacy Policy may be updated from time to time;
material changes to processing information will be
actively communicated where appropriate or legally
required. A Policy update does not itself create a
contractual withdrawal right.

ZDR remains transparently described, while its
contractual basis is expressly located in the APl Terms
and DPA, reducing duplication between documents.
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